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요 약  

 
In this paper, we study vehicular covert communications in an amplify-and-forward (AF) relay system. Along with a 

public message to a destination node via an AF relay, a source node attempts to transmit a covert message while 

evading the surveillance of the AF relay. We derive and minimize the detection error probability (DEP) of the covert 
message detector at the AF relay. The numerical results present the covert rates for different DEP requirements. 

 

 

 

Ⅰ. 서 론  

The recent advance in vehicular communications has 
enabled various applications that enrich our livings [1]. 

Meanwhile, although the combination of cryptography 

and physical layer security may successfully hinder 

adversaries from eavesdropping, one may require a 

higher level of security in which the existence of 
vehicular communications should also be concealed. An 

opponent, instead of the actual information, would make 

use of the nature of transmission and carry out a traffic 

analysis by collecting metadata such as the source and 
destination addresses of packets. These threats called 

for covert communications or low-probability-of-

detection communications. 

In this paper, we study vehicular covert 

communications strategies in an amplify-and-forward 
(AF) relay system. Along with a public message to a 

destination node via an AF relay, a source node 

attempts to transmit a covert message while evading 

the surveillance of the AF relay. We derive and 
minimize the detection error probability (DEP) of the 

covert message detector at the AF relay. The numerical 

results present the covert rates for different DEP 

requirements. 

 

Ⅱ. 본론  

 

The source node 𝑆  and the destination node 𝐷 

communicates via the relay 𝑅. We make an assumption 

that a direct link between the source and destination 

nodes is absent due to environmental conditions, such 

as being located in shadowed areas or being separated 
by a considerable distance. In addition to transmitting 

public messages, the source node also attempts to 

transmit a covert message and wishes that the covert 

message detector incorporated within the relay fails to 

identify it. The received signal at the relay is written as 

𝑦! = ℎ"!'𝑃")√𝛼𝑥# + √1 − 𝛼𝑥$0 + 𝑧! 
where 𝑥#~𝐶𝑁(0,1)  and 𝑥$~𝐶𝑁(0,1)  indicate the 

public and covert messages, respectively, 𝑃"  means 
the source transmit power, 𝛼 controls the proportion 

of 𝑃"  for 𝑥# , and 𝑧!~𝐶𝑁(0, 𝜎!%)  denotes the additive 

noise. As in [1], we assume that the noise variance 

varies uncertainly in this work such that 

𝜎!,'(% ~𝑈)𝜎;!,'(% − 𝜁'(, 𝜎;!,'(% + 𝜁'(0  in decibel range. It is 

assumed that every node keeps the global channel state 

information (CSI) since the covert transmission occurs 

internally under the normal operation of relay. 

The destination receives an amplified version of 𝑦! 
from the AF relay as 

𝑦) = ℎ!)'𝑃!𝑥! + 𝑧) 

where 𝑥! = 𝑦!/'|ℎ"!|%𝑃" + 𝜎!%  represents the 

normalized unit-power signal from the AF relay. With 



 

some manipulations, we can derive the achievable rates 

for the public and covert messages as 

𝑟#,*+ = log% C1 +
|ℎ"!|%𝑃"𝛼

|ℎ"!|%𝑃"(1 − 𝛼) + 𝜎!% + 𝜎D)%
E 

𝑟$,*+ = log% C1 +
|ℎ"!|%𝑃"(1 − 𝛼)

𝜎!% + 𝜎D)%
E 

where 𝜎D)% = (|ℎ"!|%𝑃" + 𝜎!%)𝜎)%/(|ℎ!)% |𝑃!). 
The covert message detector at the AF relay is 

designed to identify the presence of any additional 

messages apart from the public message. To achieve 
this, it first removes the public message from the 

received signal 𝑦!. This process results in an effective 

residual signal �̃�! ≜ 𝑦! − ℎ"!'𝑃"𝑥#  assuming that the 

relay perfectly knows ℎ"!  and 𝑃"  [1]. We then 

establish null and alternative hypotheses as 
𝐻,: �̃�! = 𝑧!
𝐻-: �̃�! = ℎ"!'𝑃" J)√𝛼 − 10𝑥# +√1 − 𝛼𝑥$K + 𝑧!

 

where the null hypothesis 𝐻,  represents an event 

that the source node did not transmit a covert message, 

and the alternative hypothesis 𝐻-  denotes an event 

that a covert message exists. With a radiometer [1] as 
a detection measure, the detector can utilize the 

sufficient test statistic 𝑇  for the hypotheses after 

collecting an 𝑁 → ∞ number of ample signals, which 

reduces to the average power E[|�̃�!|%] as 
𝐻,: 𝑇 = 𝜎!%

𝐻-: 𝑇 = 2|ℎ"!|%𝑃")1 − √𝛼0 + 𝜎!%
 

and the covert message detector decides that a 

covert link exists if 𝑇 ≥ 𝜏 for some threshold 𝜏. 
The DEP Pr(e) is composed of false alarm and miss 

probabilities as 
Pr(e) = Pr(𝑇 ≥ 𝜏|𝐻,)XYYYZYYY[

+./01	./.34
Pr(𝐻,) + Pr(𝑇 < 𝜏|𝐻-)XYYYZYYY[

5600
Pr(𝐻-) 

where the detector assumes that the covert 

transmission occurs at random, i.e., Pr(𝐻,) = Pr(𝐻-) =
0.5 . The threshold 𝜏  minimizing the DEP can be 

obtained from [2] as 

𝜏⋆ = 2|ℎ"!|%𝑃")1 − √𝛼0 +
1
𝜁 𝜎;!

% 

and the corresponding minimum DEP is given by [2] 

Pr(e) |898⋆ =
1
2_1 −

1
2 ln 𝜁 Cln

𝜏⋆

𝜏⋆ − 2|ℎ"!|%𝑃")1 − √𝛼0
Ea 

as long as 𝜁𝜎;!% ≥ 2|ℎ"!|%𝑃")1 − √𝛼0 + 𝜎;!%/𝜁. Note that 

𝜏⋆ yields the worst-case minimum DEP assuming that 

the detector uses the exact value of 𝛼. 

We then optimize the following problem: 
(P1):	max

:
𝑟$,*+|;"#9<;="#

𝑠𝑢𝑏𝑗𝑒𝑐𝑡	𝑡𝑜: 𝑟#,*+|;"#9<;="# ≥ �̅�#
																Pr(e) |898⋆ ≥ 𝜀

																																																			𝜁𝜎;!% ≥ 2|ℎ"!|%𝑃")1 − √𝛼0 + 𝜎;!%/𝜁
					0 ≤ 𝛼 ≤ 1

 

We maximize the worst-case covert rate subject to 

the worst-case rate for public messages by setting the 
noise variance at the AF relay to 𝜎!% = 𝜁𝜎;!%. 

The performance figure presents the average worst-

case covert rate of compress-and-forward (CF) (blue 

star marker) and AF relay (black left triangle marker) 

when the minimum DEP threshold changes. It can be 
observed that both of the CF and AF relay covert 

communications exhibit the identical performance. Also, 

the optimal worst-case covert rate monotonically 
decreases as the required threshold increases and 

becomes zero when perfect DEP of 0.5 is desired. 

 

Ⅲ. 결론  

In this paper, we studied vehicular covert 

communications strategies in an AF relay system. We 

derived and minimized the DEP of the covert message 

detector at the AF relay. The numerical results 

presented that the covert rate performance is 
equivalent for CF and AF relays. 
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