Autoencoder—based Smart Jamming Detection in the 5G Radio Access Network
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Abstract

One of the key advantages of 5G technology is its ability to support massive connectivity, enabling a wide range of Internet of
Things (IoT) services. However, this expanded network of connected devices also introduces new security vulnerabilities. The sheer
volume of IoT devices in 5G environments can be exploited by malicious actors, such as jammers, who may introduce noise or
selectively target specific devices to disrupt communication. This threat becomes even more severe when the jamming attack is
orchestrated by a smart attacker leveraging deep learning techniques as it significantly increases the complexity of detection and
mitigation. In this paper, we propose an autoencoder-based jamming detection method designed to counter Al-enabled smart
jamming attacks. The objective is to effectively identify these sophisticated jamming attempts and enhance the network's resilience

against such threats.

I . Introduction

[oT services and Al techniques are increasingly being leveraged
to unlock the full potential of 5G networks. However, these same
technologies can also be exploited maliciously to execute
reactive jamming attacks. Reactive jamming is a sophisticated
form of interference where the attacker only transmits disruptive
signals upon detecting legitimate activity on a specific frequency.
An anomaly detection mechanism is presented at [1] by analyzing
radio activities at physical layer. However, in scenarios, where
the jammer integrates itself into the network as a legitimate
device to gain insights about the network's behavior, it can
selectively launch targeted interference in a reactive manner.
This strategic approach makes reactive jamming particularly
challenging to detect and mitigate.

This paper presents a jamming detection mechanism utilizing
autoencoders to identify smart jamming attacks. To validate our
approach, we will simulate a scenario where a jammer employs
an LSTM-based model. Then, we will evaluate the performance
of the proposed autoencoder model by testing its effectiveness
against the simulated smart jamming scenario.

II. Method

To simulate a reactive jamming scenario, we model a jamming
attack that leverages the predictive capabilities of Long Short-
Term Memory (LSTM) networks, which are well-suited for
processing and forecasting time-series data.

Both the jammer and the detector models use the same network
parameters as an input, denoted as xin Fig. 1, which characterize
the condition of the channel such as Received Signal Strength
Indicator (RSSI), Channel State Information (CSI), time slot usage.
These two models are trained independently. The attacker's
model, based on LSTM, processes time-series data from these
parameters to produce a binary decision, indicating whether an
attack should be launched at a specific moment. Meanwhile the
autoencoder focuses on the current state of the network to
determine whether the system is under attack.

The autoencoder is trained under normal network conditions,
where it learns to extract latent features to accurately
reconstruct the input data.
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Fig. 1. Smart Jamming Detection using the Autoencoder
During this training phase, the autoencoder becomes
proficient at reproducing the network's behavior in a non-
compromised state. However, during testing, when inputs
from a tampered network condition are fed into the
autoencoder, the model generates a significantly higher
reconstruction error.

II. Conclusion

In this paper, we proposed an autoencoder-based jamming
detection model to enhance resilience against reactive
jamming attacks launched by Al-equipped agents.
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